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: | FRANCE:
LE POINT VIEWS SOVIET ESPIONAGE IN FRAQQE -

PM041525 Paris LE POINT in Frenth 25 Apr-1 May 83 pp 116-121 -- FOR OFFICIAL USE ONLY
|Jean-Marie Pontaut article: "Lsplonage: The KGB's Tricks")

[Text] Bahg! One morning the French people discovered that the president had
weticulously organized a8 charter flight to Moscow for Sovicet diplomats., They did not
know that it was the (provisional) culmination of a long story.,

Indced, brushing aside his predecessors' normal precautions, Francois Mitterrand chose

a more spectacular political pame to put an ¢nd for a time to the tide of “technology
snatchers” operating in France for the KGB -~ the Fastern hloc's great economic and
military war machine. But in fact the head of state had personally been very closely
following affairs of industrial espionage or, as it is called, "the transfer of
technology,” since the start of his 7-year term.  lis docision to launch this great

purge had been taken scveral months previously.,  All that remained to be done was to fill
the files with irrefutable proof and to find a political opportunity,

After May 1981, the Directorate of Terriworial Surveillance [psT]), hampered by the

LEC CANARD ENCHAINE bugging affair and sceveral other suspicions, had a rather bad press
on the left. Marcel Chalet, who was its boss at the time, a policeman who had spent

all his career in the "ST" as it is called in the dusty offices in the Rue des Saussaies,
undertook to plead its canse.  Armed with [fles and asked to explain his case, he went
to defend his organization to }|interior Minister] Caston Defferre and to the president
himself. He was the only head of-a police department to be recelved by Francois
Mitterrand in person. The counterespionage boss explained to the huad'uf state the
_vast plundering carried ocut by the Fastern bloc services, which were trapping French
scient{fic secrets by cevery means imaginable.,  JU was an industrial hemorrbage which was
much more damining to the country than terrorism.

The fact is that espionage is the most actjve department of scientific rescarch in the
USSK.... The Russians, who are very rood in theorctical work but not so sood on

. technological application, found 1t quicker to plunder our Yaboratories than to
develop their own research. It is not erpencive and the returns are high....

Now, particularly from the¢ seventies, the Eastern bloc, which was voraciously trying to
make good its lag, was seizedwith insatiable curfosity in France. 1t swallowed
everything, showing particular relish for French indusitry's strong sectors:  aviation,
computers, electronics, lascr heams, fiber optics, the c¢hemeial and nuclear industrics,
and, of course, the arms industry. The DST men exhausted themselves following phoney
diplomats who showed an interest in all spheres from politics to food and from aviation
to pharmacy.

There were two possible remedies for this Red tide == 700 Soviets enjoy diplomatic
status:

-- The homeopathic remedy using repecated doses. This wis the disputed method used by

the former government, which from 1974 to 1980 expelicd nearly 30 Rastern bloc
diplomats caught stecaling sccrets in dribs and drabs,
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—- Another solution was surpery without anesthetic. That was the drastic remedy chosen
in 1971 by the Britislh, who scent home 105 excessively inquinitive peonte,

The DST, but also the General Directorate of Forcign-Sceurity [ 1IX:SE) ==~ formerly .
Alexandre de Marenches' Foveipgn Inmielligence and Counterintellipence Serviee |SLECL ] ~-
had called for the scalpel and surgical knife several times. Tt was in vain.

After the DST chief's account, Mitterrand demanded & complete report on the Soviuvts'
activity in France. And the interior Ministry soom could not speak too highly of the
DST, consecrated as "the best police department.” Yves Bonnet, the new boss who
replaced Marcel Chalet, who had reached retirement age, hammered the same message

home. Rather than chasing the Soviets, the DST decided to forestall them, A list was
drawn up of interesting targets and they were awvaited there. The thick file grew
thicker. It was placed on Francois Mitterrand's desk at tik bepinning of the year. The
president apparently took several days to examine it. He knew the matter was disturbing:
vhat he discovered was worse. Let us leafl throuph it, oo,

Serving Officers [Officiers Traltants ] and "Trainces"

First there is Gennadiy Travkov, the consul in Marseilles, who was cxpelled in 1980,
His is a kind of classic case. So much so that the UST made a f{lm of the Travkov affair
vhich is shown to threatened industrial sectors.

As soon as he arrived at Marscilles' Saint-Charles station In Aupust 1976, Travkov was
wvatched by the DST. e was taking over the post of another ezperienced officer, former
consul Igor... a tough, clever, and skillful man who it had never suceceded in faulting,
This time the DST wanted its revenge and wanted to bring down the noew consul, who is

in fact -- as it knew == a licutenant colonel in the GRU (military intelligence as
opposed to the KGB, which covers all kinds of intcllipgence).

Travkov set to work as soon as he arrived. lie was respoasible for the sclentific

sector and for spece rescarch and established many contacts and had many meetings. For
3 vears the counterespionage service watched his attempts to establish "contacts.” In
his first attempt, the consul tackled a Marscilles laboratorv poverned by the National
Center for Scientific Rescaasch [CHRS] == one of the most advaibced laboratories in France
working for both the civilian and military scectors, Por instimee, it was working on
infrared rays, sonar and luscers for detecting tarpets. This "top secret” rescarch also
relates to submarine detection. Travkov used an intermediare to gain access to the
laboratory. Nikolay Sobolev, a Soviet “Lraince” and expert on lasers, applicd to spend
a period in the Marseilles laboratory. Once installed, he introduced his friend
Travkov, consul in Marscilles, to his “colleapues.”  But the French, warned by the DST,
rejected this invasive friendship. Sobolev returned to Paris. He was shamelessly used
by his controls, squeezed dry, finally slipped part of a laser head into his pocket,
and was igrominiously expelled from France and banished from the =cientific community.

This explains the DST's ruscrvatjons about the growing number of applications for
training periods and scientific exchanges coming from Eastern bloe counties -= around
100 per year. “"First,” an expert stated, "it is often a swindle. They offer us

nuclear engineers or physicists. We send them ethnological trainces or human sciences
researchers.... And second, to ohtain their visas, the Eastern bloce trainces are often
forced to collaborate with the sceret services,”
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Thdt was true of the young womm who, when visiting an acronatutics factory, used her
voolen gloves to take samples of filings (to detemine the alloys)., 1t was also trucof
the engineer who collected small samples of flber optics under his ad sive soles.,
Finally, more recently during a visit a young Sovict succceded in removing a shaving of
the metal used to manufacture nuclear boilers, In addition to this, they take back
kilograms of documents in their Juggage.

Let us return to the more scrious activities of Comrade Travkov, Marseilles consul,

who, after the failure on thc lasers, became passionately interested in other subjects.
He showed interest in underwater biology and at the samc time set out to win over a
research worker specializing in space research. He invited him and his wife to his
residence; the two wives became friendly. But Travkov went too far. lie casually
proposed to help the rescarch worker buy a boat or even -- why not -- an apartment. The
research worker came back to carth and ecame alarmed. Travkov failed completely once
again. Time wvas running short. His stay in France -- usually 4 to 5 years -- was
draving to a close. Travkov, who preferred the deep crecks of Cassis to the shores of
the Black Sca, stepped up his activity in order to be kept in France.

He was hard pressed and was to make the fatal mistake. During a degree ceremony at
Aix-en-Provence university, he met a senior officer, a former pllot working at the
Istres Air Base who was trying to go over to private industry. The consul, himself

a former pllot, started a conversation with himg they hit it off. Travkov gave him

his card and invited the officer to visit him. But he went too quickly once again. He
was too quick in offering to find the officer work. A warning light flashed under

the officer's cap and he went straight to the DST. *There are two solutions,”™ the
experts told hinm. "Either you break with him now and cverything stops, or you play a
double game and hand Travkov te us completely wrapped up. But take care, it will be a
long job and may be dangerous." ' '

"It's a deall!™ the former pilot answered. The adventurc lasted 7 months., 1t was not
easy following Travkov. The mectings usualls took place In Carry-le-Rouet near
Marseilles. Travkov left home very early to get there. le spent 4 hours taking a
secure route. The "planted pilot™ played his role perfectly. He even recelved some
noney, very little -=- the KCB is known for being mecan -- and handed the consul
documents carefully chosen -- by the DST.

Finally, the DST arranged for him to be "caught red-handed:” The officer was warned and
asked to entice the Soviet consul to a meeting by layving a fine trap: the Doppler

system for the Mirage 2000 and the complete plans of the Istres base. Armed with these
documents, Travkov could spend a few more happy years on the coast. The consul fell into
the trap, or more precisely, into the Carry-le-Rovet rubbish pile where he met with his
agent. As he was pocketing the documents., men emerged from behind the mounds of rubbish.
He mcrely had time to throw down the papers and express surprise at those confidential
documents fluttering amid the rubbish. Exit Travkov. For him it was soudbye to the
sweet-smelling creeks.

That one was caught, but when spies succeed briXliantly, you scarcely hear anything
about their exploits. You do not even know that they were active. The KGB and GRU
members are hand-picked. The best university students are chosen for the intelligence
schools — the most famous is Center 101 situated in the suburbs of Moscow. The bosses
of the services are high-ranking people.
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The dazzling appointment of former KGB chief Yuriy Andrupov bears witness to that.
Some 120 of the 700 Sovicts who enjoy diplomatic status in France actually hold diplo-
matic posts. Around 160 of their cohorts are “officers™ trained in the KCB and CRU
schools. 1In addition to this, there are the agents from the other seven Eastern bloc
countries.

“For a long time," an expert explained, "at least one-third of the Soviet ‘'Diplomats’
posted here have been intellipgence 'pros.’ And we always underestimate their number.
Each time a defector or intclligence passed on by fricndly countrics has cnabled us to
review our calculations and identify the spics who had come to our coumtry, there were
always more of them than expected.”

“The DST is not as 'paranoid' as people would like to suppest ,” thie expert addec. “We
do not see spies everywhere. We do not sec enough of them.... And of course there are
also the 'illegal entrants'...and the 'sleepers,' who have not been involved in intelli-
gence for years but are awaiting the opportunity or the order to act.” 2

Indeed, Easternbloc espionage involves two types of secret fighter in the field. There
are the "legal” ones who are "scrving officers™ used under diplomatic cover. If
arrested, they only run the risk of being declared persona non grata and courteously
escorted to the border. The "illegal" ones, however, spics introduced into France under
a false identity and a false nationality, live more dangerously. They are like the
“infiltrators"” who often arrive from a "country of trunsit" after whitewashing them-
selves by posing as Eastern bloc refupcees.

Their -mission is to intcgrate the host country and climb as high as possible up the
social ladder. The "sleeping” apents, not called upon much at the beginning of their
careers, are "woken up" when they reach an !nteresting position.

All these people work actively to cstablish contacts. Somc of the people "approached” --
out of imprudence, ideology, blackmail, naivety or cven self-interest -~ get their
fingers caught.

One of the Soviet intellipence services' favorite tarpets is still immigrants from
Eastern bloc countries installed in France but who stiJl have relatives on the other
side of the lrom Curtain. They are easier to irizhten and manipulate....

1gor Zolotayevskiy, a Soviet immigrant naturalized French, was recently caught in that
way. This modest architect was working in AGARD [expansion unlnown], a NATO agency
which pathers technological data in the acronautics sphereior Earcope.  For Viadimir
Rybachenkov, a Soviet sccret agent in UNESCO, it was a pood catch. The lictle clerk had
access to the agency's classified documents. For ycears, Zolotayevskiy systematically
photocopied everything which bore the seal “confidentianl,” "sceret,” or "top secret.”
This lowly spy did not cven know what he was stealing. After his arrest, it was
impossible to gauge the scale of the damage, which was probably considerable. While

the little Frenchman was retlecting on his action in prison, "Rybachenkov,” his "serving
officer," was discreetly asked to po and use his special talents clsewhere. '

|Annex continues on:back pages of report}
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The ldeologists

Although the serving officers are mainly in{;rostod In industriag esplonage and fts
military applications, they do not neglecet a more subtle form of intelligence:
political information and {ts counterpart, misinformatjion, For instance, for around

20 vears they secretly financed the confidential letter of Jean-Charles Pathe, a minor,
active and discreet man. The son of the famous cinema industrialise had two loves:
journalism and the USSR, which he admired unreservedlv, In the sixtjos he

Juvoted an impassioned work to it, “Essav on the Soviet Phenomenon,* forp which

he recefved Moscow's congratulat ions, His Passion was such that he was married,

briefly -~ for 3 months ~- to Arfana Gedeonvoa, a former Migy USSR, who

meanwhile became a French citizen..,,

Thus, when Pathe launched a‘confiduntial letter called SYNTHES1S, he mercly had to beg
to receive a meager handful of rubles (Fr1o0,000) -- another cxample of the KCi's
"stinginess." Nonetheless, Pathe was politically usefu]. Aside fromproviding

the Soviets with a platform for mlsinfurmation, he c¢nabled them to understand

the squabbles between Rocard and Mitterrand, for Instance. For Pache provided

the organization with long biographics of prominent people for which the Kremlin

is greedy. Back in the sixties, Geurpes Paques, a scnior NATO of ficial who was
vorking for the Soviets, had indulped in these La Bruycre-stvie exercises which h
flatter their authors. They make these armchair spies think thev are pulling a

few strings in the shadows and helping direet the course of historv. To swel) their
pride, the KGB has no hesitation in sending them seeret letters of congratulation
signed Khrushehev or Brezhnev and bombards them with appointmeng s A8 Red Army

volonels or with the Order of Lenin, Jean=Charles paghe Was palng to pay for

iis sceret vanities. In 1980, he received A S-year prison sentence despite the

tact that he was 70 vears old. And his sentence was for verv modost treason,

with Jean-Charles Pathe, we entor the disturbing world of agents and infiltratours,

the Infiltrators

vierre Cardot is a typical infiltrator, This 20-vear old Czechostovak arrived in
!rance one fine day and asked for naturalization., Hjg Story wias moving: lis Krand-
tither, a French soldier who left to fight {in Bohemia in 1914, was imprisoncd there,
rer his . release, he married o szchnslovnk, Pierre'y Lrandmot her, Pierre Cardot
-~ nuaturalized and agrecd to do his military service like any good Frenchman, He
“d» an excellent soldier and impressed hig colonel so much that the nice Ruy
‘upgested that he join the SHECE (now the GOSE, the French vsplonage service).
nis knowledge of Czech would be marvelous there, In the "swimminy pool" -< the
SDLCE's nickname -- he worked in the monitoring service Tesponsihle for intvrrcpting
messages from Czechoslovak networks. cCardot became friendly with his hoss, a captain,
ho could not speak too highly of him.

rvervthing started to §0 wrong when the pST intercepted secret messages sent by tie

~7vchoslovaks to one of their apents iy Paris. The invest {ration Jed to the brilliant

<ardot's apartment. "Such a nice boy," the carctaker exhluined. “"who spends

111 his leisure time listening to music. And. he is so nice, he even fixed my vacuum
leaner, which was disturbing the music,® In fact, the vacuum cleaner was distorting
he Czechoslovak's radio messages.,... 1In DST headquarturs, Cardot was sick with fear.

) 10-9
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He ficercely deniced the charges, but when he was told that he was golng to be taken to
2 hospital, he thought of the Sovicet estabhlishments,  He was prepared to confess
cverything to avoid going there.... lle then confessod that hie had been hired by the
Czechoslovak services when he was 16 and specially trained for his mission. Following
his arrest, the DST and the mllitary sceurity service examined all the naturalization
files from Czechoslovakia and detected two other sleepers in France, one of whom was a
chief inspector at policc hecadquarters.

Open Espionage

A more recent case is dividing scientists, the DST i In no doubt: Kolf Dobbertin, a
CNRS rescarch worker ‘arrested in 1979 for “collahoration with the cnemy " is an
infiltrator. This 45-ycar old physicist, originally from East Germany, defected to
the FRG at the age of 22. He then came to France, where he submitted a physics thesis
and specialized in plasma physics at the CNRS. In 1979, Werner Stieler, a defector
{rom the CnhP, denounced Dobbertin and suppliced the file of all the documents handed over
by the physicist. When arrested, the rescarch worker admitted working for the Eastern
bloc: "1 was a soldier on a mission,” he said. He admitted using secrct methods for
sending his messages: blank earbon and invisible ink. On the othcr hand, he denied
handing over scientific sccrets. "All 1 supplied is avajlable in good specialized
bookshops.” Anc that is truc. The question is, is it treason to supply avaflable
information? Yes, the DST ceplied, he was paid by the Eastern bloe services., No, the
rescarch workers who defended him replied. Dobbertin, who has been under preventive
detention for 4 ycars and was due to stand trial last vear, is a victim of the Jeft's
arrival in office since the suppression of the state security court delayed his trial.
He scems to have been (orgotten in his prison cell.

His -case is that of "open resecarch:™ 1t is the simplest but also the most
profitable. Examining journals, reports, specialized works, and scientific publicaltions
makes it possible to gather more than 80 percent of intelligence., Clue and scissors
produce surprising results when wiclded by an expert.  The fact is that in the
hestern world the scicntiIijnrldroadily exchanges fnformation and work according to
a very respectable code, and very often for the pood of mankind. But this is also
because to succeed in the West and to obtain finance and aid or simply to sccure
recognition, the rescarvoer must make his work known and comparce himself with his
neighbor.  However, any rescarch can have a military application, even If its aim is
peaceful, civilian and apparently devolid of strategic interest.  Some of these
documents may be found in scientific publications. A lcad or an indication can save
months of research and make it possible to fdentify and locate new industries.

The USSR Embassy is onc of the main subscribers to poriodicals. Somc scraps of sccrets
have thus slipped under the 1ron Curtatn, This manna f;leanced throughout the world by
oificers, agents, or ruscarch assistants is swallo .y reprocessed, and digested by

a vast scientific administration. The best knov  of these departments is the State
Committec for Science and Technology.

The Turncoats
There is no doubt ahout Sergey Fabivev., He was certainly a major spy. He was sentenced

to 20 years' imprisonment in 1979, and e was the head of the single major Sovict network
in France completely dismantled in Europe since the war.  And what a network!? I
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Viee Jueaks bie procopred andangered NATO'sx defense system,  This son of a Whire Ruscian
aflicer wiho on Hed o Yugoslavia and then to France is a romantic. Waen the Soviets
fraced hem s leed, cabivev, whoa speaks Russian, explained ehat be felg e was coxing
Inle contaes Witk the Sreat Russia about which hix father spoke. Ne ran a4 smal}l
eatlerprise Jdediing in fire protection equipment wviieh tnabled hin to triavel, e went
Lo Moscow Liree @ i-wes via Switzerland and Ttaly to learn his "profession” in tisw CRU's
Crast Courses. an Lis return he set up a sound notwork, ome of whose pillars was
Goovamni Ferreve, 4 foracr talian Chauffcur who had become sccretary to Itali:u Ceneral
Gaitrd, who was NACO allitary attache. He 1hotographed almost 1 cuble meter of saie of
tiv meml cenafideniial docunents, Including the key te the MNATO milictary alreratty com-
tuaication (ode and the Plans for the Lockheed F-104 nircrafg,

LR

“he other pillar of Yehiyvev's team was Marc Lefevie, an electronics engincer in the Cli-
LenevwelT=2ull Leapany. whe had worked on the computer program for the Athiog I'lateau
Buclear missiles.o.. Thus ac slipped scveral documents into the good fabiyov's hag,
Includdng those conceraing the surface-to-suriace missiles® firing controls. 1¢ was

s« Tatulous haul. Nonctheless, these elite spics were, us usuil, poorly p.id. he
CaEINCRYF Lelevre smrsed the Soviets and grew anpgry over his expense accounts, which he
coasidered very naliry,  Neiwork ehief Fabiyev, who was better off, had a transnitter
Yaach enabled i goe coatact Moscow eentrai. Lut he also went through the Sovier fmbassy

in Yaris, thauks 1o a sophisticated vaclo device which the Russians had instulleq in
alsocar.

Vien coracred, Fabives povealed his seerets.  lie enabled the Freoch in turn to decode
Seviot messagos. That was ausic to the cars of the DST and LGSE, wiileh had been picking
<P tadecipacraile cables sor years. Once "listcerner” had safd sadly during his yetire-
nlodartr: "l liave pover brought about the arrest cf any spy.”" Afeer the Fabivev
LdTzir, he weg Fevalled.  He was able to decode a hiistoric messape:  the one which the
SUSSIans seni dnoihe Sisties to congratulate the network which had stoulen tie Concorde
nMans. e Jusolev is so similar to it that it was nicknamed Concordski.

seretueless, Jopd svies and secret agents are only one clement in the Soviet
capionape nallinationa), 1t {s also necessary to talk of commercial relations,
Zaay Freach iadwitrialisces, lured by a deal with the USSR, have agreed o supp iy
samples, teehnical manuals and plans of their Products...! And then came the ¢juine
L it the o ivent Project for a factory fn the Urals taded into the Noow,

and shortly artemead an identieal copy of thelr product appcarcd the Caste:
Lloo countries.

liow

ra

"The fact is taat when You sugnest thar the Eastern bloc Is interested in cverything ==
Yrem pots Tur baby 1ead (for military rations) to antisubmarine combut == many jpeople
szilel un e cther hand, nobody smiles when you say that the Japanese arc interested
in mouels fur readv-amade clothes or pressure cookers., Thirty ycars of ¢conor.jc
cvdienige in the past ensured that country's industrial power,” a technician suid.

Internatioaanl ooneratlon can also somctimes lead the Europeans to be duprudent with
sutiment which caa e oused for mllitary purposes. Far instance, the Aucricans Jdid not
ANDTCCIALY Lhe Tact that cosmonaut Jean-Loup Chiretien's flight was accompanied by tle
soan 0f veey spovial U.S.-made camctas which make it possible to detect the light of

¢

“ candle at a distunce of more than 300 km, It is €asy to imagine their pussible
uses,
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This was the disturbing report submitted to the proesident of the repeblic.  In addition,

the DST reported scveral curreat operations: a rescarch assistant in the French Coal

Board was being controlled in Mecaux by a Russian officer (Patrick Guerricer, the

fmprodent research assistant was arrested); and dbove all the arrest of an importanmt
member of the trade mission who had been caupght red=-iimded. Mter considering the mat-

ter for several days, the president gave the go ahead, 1t was one way of sending a
message which was casier to decode than those sent by the Lastern bloce spies. [t was an
operation which had ¢hvious external and Internal advantages. But this operation pusced
onc question: fHow many of them should be expelled?  Should It be 150, 100, or 507 This

critical number was the real political test. A short list was chosen: 47 diplomats,
vhich was cnough to undermine some Sovietl networks. The figure was not chosen at

random: the French Embassy in Moscow has 46 diplomats.... But our Russian fricnds were
told that another batch was ready {f there was too strong o reactlon.

"We are sure of winning at this game and of expcelling more than them,”" a senjor official
said. "Our reserves in Paris arc bigger than theirs.  Each man counts for them. |t
will take them ) or 2 ycars to replace these professionals if they are allowed to do so.
Sut §t is good to have 2 ycars' respite.”
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